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THE SPECIAL PROTECTION GROUP (AMENDMENT)
BILL, 2019

Relevant for: Security Related Matters | Topic: Various Security Forces & Agencies and their mandate

The Special Protection Group (Amendment) Bill, 2019 was introduced in Lok Sabha by the
Minister of Home Affairs, Mr. Amit Shah, on November 25, 2019. The Bill amends the
Special Protections Group Act, 1988.  The Act provides for the constitution and regulation of
the Special Protection Group (SPG) to provide security to the Prime Minister, former Prime
Ministers, and their immediate family members.
 

●

Under the Act, the SPG provides security to the Prime Minister and his immediate family
members. It also provides security to former Prime Ministers and their immediate family
members for a period of one year from the date on which they cease to hold the office. 
Beyond this period, the SPG security is provided based on the level of threat as decided by
the central government.  The threat must: (i) emanate from a military or terrorist
organisation, and (ii) be of a grave and continuing nature. 
 

●

The Bill amends this provision to state that the SPG will provide security to the Prime
Minister, and members of his immediate family residing with him at his official residence. It
will also provide security to any former Prime Ministers, and his immediate family members
residing with him at the residence allotted to him.  This security will be provided for a period
of five years from the date on which he ceases to hold the office of Prime Minister.
 

●

The Act provides that if the SPG security is withdrawn from a former Prime Minister, it will
also be withdrawn from his immediate family members, unless the level of threat faced by
the immediate family member warrants such security. The Bill removes this condition to
state that if the SPG security is withdrawn from a former Prime Minister, it will also be
withdrawn from his immediate family members.

●
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NEW NORMS TO MAKE SOCIAL MEDIA MORE
ACCOUNTABLE

Relevant for: Security Related Matters | Topic: Role of Media and Social Networking Sites in internal security
challenges

The government on Thursday said that it was working on rules to mandate social media
companies to identify and remove child sexual abuse material, rape images and content
promoting terrorism without affecting privacy.

Information Technology Minister Ravi Shankar Prasad told the Rajya Sabha that the government
has invited public comments on its draft of amendments to the Intermediary Rules 2011 and has
received public inputs on the same.

“The amendments inter alia propose that intermediaries should proactively identify and remove
child sexual abuse material, rape/gang-rape imagery and contents promoting terrorism without
compromising accuracy or privacy using technology-based tools and mechanism. The rules are
presently being finalised,” Mr. Prasad said.

He said the Information Technology (IT) Act, 2000, has adequate provisions for removal of
objectionable online content.

“Social media platforms are intermediaries as defined in the Act,” the minister said.

He said Section 69A of the IT Act, 2000, empowers the government to block any information
generated, transmitted, received, stored or hosted in any computer resource in the interest of
sovereignty and integrity of India, defence of India, security of the state, friendly relations with
foreign states or public order or for preventing incitement to the commission of any cognisable
offence relating to above.
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EXPLAINED: WHAT IS THE 'STRANDHOGG' BUG?
Relevant for: Security Related Matters | Topic: Basics of Cyber Security and related matters

All versions of Android, including Android 10, are vulnerable to this bug  

The Union Home Ministry has sent an alert to all States warning them about the vulnerability in
the Android operating system that allows malware applications to pose as legitimate apps and
access user data of all kind.

Promon, a Norwegian firm specialising in In-App protection, found proof of this dangerous
Android vulnerability, which they call 'StrandHogg', Old Norse for the Viking tactic of raiding
coastal areas to plunder and hold people for ransom.

“Vikings were known to set up spy networks, with information on religious feasts and events,
local customs and high-value personalities who could be ransomed being used when choosing
the next area to attack," Gustaf Sahlman, CEO of Promon wrote in his company blog.
"Cybercriminals are the modern-day Vikings, and we encourage individuals to be extra vigilant,
and for companies, to ensure they have robust app protection in place.”

The vulnerability allows sophisticated malware attacks without the need for a device to be rooted
to the Android operating system. Attackers exploit Android's control setting called 'taskAffinity',
which enables any app to freely assume any identity in Android's multi-tasking system.

According to a research by Penn State University in 2015, which theoretically described some
aspects of the weakness, the Android task management mechanism was plagued by 'severe
security risks'.

"When abused, these convenient multi-tasking features can backfire and trigger a wide
spectrum of 'task hijacking attacks'," researchers wrote.

They explained that when a user launches an app, an attacker can condition the system to
display to the user a spoofed User Interface (UI) under attacker’s control instead of the real UI
from the original app, without the user’s awareness. All apps on the user’s device are
vulnerable, including the privileged system apps.

Google, at that time, dismissed the vulnerability's severity.

Promon expanded the study and conducted research of real-life malware that exploits this
serious flaw. It found that all of the top 500 most popular app (as ranked by 42Matters, an app
intelligence company) are at risk.

According to Promon, the specific malware sample did not reside on Google Play, but was
installed through several dropper apps/hostile downloaders distributed by Google Play. These
apps have now been removed, but in spite of Google’s Play Protect security suite, dropper apps
continue to be published and frequently slip under the radar, with some being downloaded
millions of times before being spotted and deleted.

Dropper apps are those that either have or pretend to have functionality of popular apps, but
they also install additional apps to a device that can be malicious, or steal data.

Currently, there is no effective block or even detection method against StrandHogg on the

https://www.thehindu.com/news/national/android-vulnerable-to-cyberattack-union-home-ministry/article30314842.ece
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device itself. However, as an user, you should be alert to the following discrepancies in your
device:
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Twitter’s new account named @TwitterRetweets has been launched with an aim to highlight the
best of the micro-blogging platform and will provide followers with ‘Your best Tweets Retweeted

The news comes close to the heels of Facebook-owned Whatsapp disclosing that an Israeli
spyware was used to spy on people in India.
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